CERS Special Called Board Meeting - Agenda

c County Employees Retirement System

County Employees Retirement System
Board of Trustees — Special Quarterly Meeting
September 29, 2021 at 2:00 PM EST
Live Video Conference/Facebook Live

AGENDA
1. Call to Order
2. Opening Statement
3. Roll Call
4, Public Comment
5. Approval of Minutes* -- September 15, 2021

6. Joint Health Care Committee
a. Establish 2022 plan components and rates for non-Medicare members*
b. Establish 2022 plan components and rates for Medicare members*
c. RFP timeline for Medicare eligible and COBRA*

7. Joint Audit Committee
a. Elections*
b. Charters*
c. Update on Fiscal Year 2021 External Audit
d. Internal Audit Updates

8. KPPA Board Update
a. Administrative Investment Policies
b. Administrative Cost Allocation
c. Kentucky Administrative Regulations
d. Audit & Internal Audit Charters

9. Administrative Policies

a. Confidentiality Policy and Trustee Form*

b. Trustee Education Policy (and related forms)*
i. New Board Member Orientation Form*
ii. External Training Verification Form*

c. Funding Policy*

d. Open Records Request Policy*

e. Conflict of Interest Policy (and related forms)*
i. Internal Conflicts Form*

10. CLOSED SESSION

11. ADJOURN

*Board May Take Action
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MINUTES OF MEETING
BOARD OF TRUSTEES COUNTY EMPLOYEES RETIREMENT SYSTEM

SPECIAL CALLED MEETING SEPTEMBER 15,2021 AT 2:00 P.M.
VIA LIVE VIDEO TELECONFERENCE

At the meeting of the County Employees Retirement System Board of Trustees held on September
15, 2021 the following members were present: Betty Pendergrass (Chair), Dr. Patricia Carver,
George Cheatham, JT Fulkerson, Dr. Merl Hackbart, Dr. Martin Milkman, William O’Mara, and
Jerry Powell. Staff members present was Ed Owens, 111, CERS CEO, Sherry Rankin, Shaun Case,
Phillip Cook, Michael Board, Connie Pettyjohn, Connie Davis, Ashley Gabbard, D’Juan Surratt,
Chris Johnson, Erin Surratt, Dominique McKinley, Rebecca Adkins, David Eager, Steven Herbert,
Jared Crawford, and John Chilton. Others present included David Lindberg, Craig Morton and
Chris Tessman with Wilshire Consulting, Lawrence Loew and Tracey Garrison with Humana, and

Joseph Bowman..

Ms. Pendergrass called the meeting to order and read the Opening Statement relating to a Special

Called Meeting.

Ms. Rankin took Roll Call. There was one public comment received. Ms. Rankin read, “Greetings,
I would like to have the following comment submitted for consideration. I have been a County
Kentucky Retirement System retiree since 2013. In this time, there have been no cost of living
adjustments, as was true for many years prior. Inflation has been rising and it is impacting many
retirees of KRS. It would be progressive for Kentucky to keep its dedicated retirees in mind, and
propose a COLA for 2022. Thank you for your consideration, Debby Combs, Kentucky

Retirement System Retiree — County System.”

Ms. Pendergrass introduced agenda item Approval of Minutes — May 19, 2021, June 2, 2021, June
24, 2021, July 14, 2021, August 25, 2021 and September 1, 2021. Mr. Powell indicated that the
minutes for the June 24, 2021 meeting needed to reflect the full name of Mr. Owens, and should
be corrected to Ed Owens, III. Mr. Fulkerson made a motion and Dr. Milkman seconded to

approve all of the minutes with this correction. The motion passed unanimously.
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Ms. Pendergrass introduced agenda item CERS Investment Committee Report. Dr. Hackbart,
Investment Committee Chair, reported that the committee met on August 25, 2021, and selected
Axiom Investors to provide Non-US Small Cap Equity services pending successful agreement
negotiations. Dr. Hackbart made a motion and Dr. Milkman seconded to approve this

recommendation. The motion passed unanimously.

Dr. Hackbart then introduced David Lindberg, Craig Morton and Chris Tessman from Wilshire
Consulting to present the Quarterly Investment Review. Mr. Lindberg reviewed an Asset Class
Performance Chart reviewing the class returns over the last 5 years, showing a strong return in the
US Equity market. Mr. Lindberg reviewed the Economic Growth, Consumer Activity, Business
Activity, Inflation and Employment charts covering the activities in each for the quarter. Mr.
Lindberg then focused on the market charts showing the quarterly activity in the US Equity Market,
Non-US Equity Market, US Fixed Income Markets, High Yield Bond Market, and Real Asset
Market charts. Mr. Lindberg discussed the Asset Class Assumptions as of June 2021. Mr. Morton
presented charts including Asset Allocation Compliance, Total Fund Attribution for both the
hazardous and non-hazardous Pension and the Insurance Plans reflecting the performance during
the past quarter. Mr. Morton then showed the Plan Sponsor Peer Group Analysis for CERS
Pension Plan vs All Public Plans — Total Fund Chart comparing the performance of the CERS

plans to other public plans.

Ms. Pendergrass introduced agenda item CERS Finance Committee Report. Mr. O’Mara, Finance
Committee Chair, reported that the Finance Committee met on September 1, 2021, and voted to
approve the participation of a new agency, Liberty Tourism and Convention Commission, to the
CERS system as well as approving thirty-eight (38) requests for Hazardous Duty designations for
participating agencies. Mr. Fulkerson made a motion and Mr. Powell seconded the approval of
the participation of Liberty Tourism and Convention Commission in the CERS system. The
motion passed unanimously. Mr. O’Mara made a motion and Mr. Powell seconded to approve the

thirty-eight (38) requests for Hazardous Duty designations. The motion passed unanimously.

Mr. O’Mara introduced Ms. Rebecca Adkins to present the Quarterly Financial Reports. Ms.
Adkins presented the Combining Fiduciary Net Position and the Changes in the Fiduciary Reports
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for both the Pension and Insurance Funds. Ms. Pendergrass noted that these reports are reflecting
fiscal year end results, but that the final audit is pending and therefore, these results are subject to
change. Ms. Adkins then reviewed the Fourth Quarter Budget to Actual analysis showing the
breakdown of the expenses as it relates to the CERS system. Mr. O’Mara asked Ms. Adkins to
speak about how the expenses are divided between all of the systems. Ms. Adkins referred to the
percentages listed on the Fourth Quarter Budget to Actual Analysis Chart and indicted that the
percentages are based on the number of participants in each of the plans. Ms. Adkins presented
the Contribution Reports for both the Pension and Insurance Funds and the Outstanding Invoices.
Ms. Adkins announced that the Outstanding Invoices Chart includes all three systems and that
going forward this chart will only reflect those agencies in the CERS system. Ms. Adkins then

reviewed the cancelled, created and paid penalties in the Penalty Waiver Report.

Ms. Pendergrass introduced agenda item Joint Health Care Committee Report. Mr. Powell, Joint
Committee Chair, indicated that the committee met on September 2, 2021 to vote on the health
insurance coverage for Medicare and Non-Medicare-Eligible Retirees. Ms. Connie Pettyjohn
reviewed the coverage details for both the plans. Due to a technical issue on the agenda, a vote on
the recommendations was not held and this matter was passed to the next meeting. However, the
Board agreed that the KPPA staff proceed with the recommendation from the Joint Health Care
Committee to meet the printing and distribution deadlines. Mr. Powell introduced Ms. Adkins to
give an update on the RFP process. Ms. Adkins indicated that KPPA staff are working on the
scope for the RFP. The vendor contract which results from the completed RFP process should
be in place mid to late summer 2022 and then the team will be working on the
implementation process prior to the open enrollment, which will begin in October 2022 for

plan year 2023.

Ms. Pendergrass introduced agenda item /7 Cybersecurity Overview. Mr. Ed Owens, III indicated
the importance of cybersecurity training for all of the Trustees and announced that a more
thorough training will be incorporated into the Trustee’s education program in the future.
Ms. Rebecca Adkins and Mr. Chris Johnson presented an overview of the KPPA Cybersecurity
measures that are currently in place. Mr. David Eager commented that during a past study

conducted by an outside agency to see how vulnerable our system was, he asked for a rating
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on our system based on a scale of 1 to 10, where 1 is poor and 10 is excellent. The representative
indicated that he would rate us a 7 out of 10. Mr. Eager suggested that he didn't think that a 7
was satisfactory. The Representative replied that is about as high as they could give other like
systems. Mr. Eager indicated that it represented the state of security. Mr. Eager pointed out
that we are at a higher risk for cybersecurity because we are a pension system, which have
been the target of many security breaches as of recent. He indicated that we have measures in
place, but there is always room for improvements. Ms. Pendergrass wanted to bring attention
to the Trustees that they are representatives of a high-risk organization with sensitive data;
they are high-risk targets, which means we need to pay more attention to how we
communicate and we need to work closely with the KPPA IT staff. Ms. Pendergrass
praised the efforts of the KPPA IT staff in maintaining the security protocols to keep the
sensitive information of our members safe. Mr. Cheatham had a question pertaining to the
testing of the KPPA security. Mr. Johnson described the testing, both internal and external, that

KPPA currently conducts on a quarterly and yearly basis.

Mr. Powell made a motion and Mr. Fulkerson seconded to adjourn the meeting. The motion

passed unanimously.
Copies of all documents presented are incorporated as part of the Minutes of the Board of

Trustees held September 15, 2021 except documents provided during a closed session conducted

pursuant to the open meetings act and exempt under the open records act.

Remaining page intentionally left blank
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CERTIFICATION

I do certify that [ was present at this meeting, and I have recorded the above actions of the Trustees
on the various items considered by it at this meeting. Further, I certify that all requirements of

KRS 61.805-61.850 were met in conjunction with this meeting.

Recording Secretary

I, the Chair of the Board of Trustees of the County Employees Retirement System, do certify that
the Minutes of Meeting held on September 15, 2021 were approved on September 29, 2021.

Chair of the Board of Trustees

I have reviewed the Minutes of the September 15, 2021 Board of Trustees Meeting for content,
form, and legality.

Executive Director
Office of Legal Services
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David L. Eager, Executive Director

1260 Louisville Road - Frankfort, Kentucky 40601
kyret.ky.gov - Phone: 502-696-8800 - Fax: 502-696-8B22

KENTUCKY PUBLIC PENSIONS AUTHORITY "

Kentucky Public
Pensions Authority

TO: Members of the CERS Board of Trustees
FROM: Joint CERS & KRS Retiree Health Plan Committee
DATE: September 15, 2021

SUBJECT: Joint CERS & KRS Retiree Health Plan Committee Report

The Joint CERS & KRS Retiree Health Plan Committee met on Thursday, September 02, 2021
to discuss and make recommendations regarding the non-Medicare and Medicare eligible health
plans for KPPA retirees for the 2022 plan year. The recommendations of the Committee are
documented below in the bolded red font.

Non Medicare-Eligible Retirees (KEHP Plan)

NOTE: See Kentucky Public Pensions Authority KEHP 2022 Presentation in Retire Health
BoardBooks, this contains the information for Board Decision Points:

1. Recommendation as to what the monthly maximum contribution amount for the
Non-Medicare Eligible plan. Including the contribution for the hazardous Duty

Spouse/Dependents

e Tobacco Use fee

e Access to the Consumer Directed Health Plans with embedded HRA

e Proposed LivingWell Promise discount

e 2022 KEHP plan premiums will increase approximately 3% for all plans and

levels.

e Retiree Health Plan Committee recommends that the Board select the KEHP
LivingWell PPO plan option as the contribution plan and set the contribution
rate (at the single level) as the 100% contribution the Trusts will pay for a
retiree with a service credit of 240 months of service or greater and a
participation date prior to July 1, 2003.

e Because the Committee recommends the selection of the LivingWell PPO as
the contribution plan, the hazardous rates would be tied to the rates for the
LivingWell PPO Couple, Parent Plus and Family plans.
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e The Committee recommends the Tobacco Use Fee ($40 single level; $80
couple, family, parent plus) remains unchanged for 2022 Retirees (including
spouses and dependents) who are tobacco users will be responsible for
paying the Tobacco Use Fee as it is in 2022.

e The Committee recommends Retirees or Planholders that failed to complete
the LivingWell promise for plan year 2021 will not be entitled to the discount
($40) for 2022. The fee/discount remains unchanged for 2022.

e The Committee recommends allowing access to the Consumer Directed
Health Plans with embedded HRA.

2. Recommendation as to whether KPPA should default retirees/beneficiaries and their
dependents into a plan for 2022.

Each year there are retirees who, due to unforeseen circumstances, failed to submit
an application during open enrollment. KPPA is without the statutory authority to
permit those persons to enroll without a qualifying event. As a result, the Board
promulgated an administrative regulation, 105 KAR 1:410, which was effective
2/6/2015, to allow KPPA to default retirees and their dependents into a health plan
so that these individuals will not be without coverage for the year simply because
they forgot to enroll during open enrollment or as a new retiree. Each year several
decisions must be made by the Board to facilitate the administration of the default
process:

a. Recommendation as to which plan should be the default plan.

b. Recommendation as to the circumstances under which retirees and their
dependents should be defaulted into a plan for 2022.

i. KPPA Management recommends new retirees be defaulted into a single level
of coverage.

ii. KPPA Management recommends retirees and beneficiaries not currently
enrolled in a plan will not be defaulted into a plan.

iii. KPPA Management recommends that retirees and beneficiaries currently
enrolled in a plan for 2021 be rolled over/defaulted into the same plan at the
same level of coverage for the 2022 plan year if they fail to submit a health
insurance application during open enrollment.

e Retiree Health Plan Committee recommends that the Board default retirees
that fail to complete a health insurance application during a mandatory open
enrollment be rolled over to the same plan they were enrolled in for 2021 at
the same level of coverage.

e A new retiree shall be defaulted into the LivingWell Limited High Deductible
plan as described above in 2b (i), (ii), and (iii).



CERS Special Called Board Meeting - Joint Retiree Health Plan Committee Report

3. Cross Reference Retirees with Active Employee Spouse: KRS 78.5536 (4)(a)3
provides the employer’s contribution for the working member or spouse to be
applied toward the premium, and the KPPA insurance trust fund shall pay the
balance not to exceed the monthly contribution. The Cross Reference plan is a
Family plan. Unless, amended by the Board, the Cross Reference contribution
will equal the monthly maximum contribution determined above.

e Retiree Health Plan Committee recommends that the Board allows retirees
described in 3 above the option to select the Cross Reference plans.

Medicare-Eligible Retirees

NOTE: Sece PowerPoint Presentation in Retiree Health BoardBooks, with information from
Humana and Gabriel, Roeder, Smith Consulting (GRS).

1. Recommendation as to what the contribution rate should be for the Medicare-Eligible plan
for 2022.

e Retiree Health Plan Committee recommends the contribution rate for the KPPA
Premium Plan remain at the 2021 rate of $252.51 as the 100% contribution the
Trust will pay for a retiree with a service credit of 240 months of service or
greater (the premium paid to Humana will be $227.03).

e The Committee recommends setting the contribution rate for the KPPA
Premium Plan as the 100% contribution the Trust will pay for a hazardous duty
spouse and/or an eligible dependent.

e The Committee recommends the premiums for the KPPA Essential Plan at
$75.56 (the amount paid to Humana will be $49.25).

e The Committee recommends the Medical Only Plan premium at $186.87, the
Medicare Advantage Mirror Premium Plan at $327.97, and the Medicare
Advantage Mirror Essential Plan at $228.12.

2. Recommendation as to whether KPPA should continue to pay for the additional
administrative fees for retirees who are required to enroll in one of the Mirror plans and
who fall under certain exceptions. Recommendation that individuals without Medicare
Part B be allowed to enroll in the Mirror Plans and the individual would be responsible
for the additional cost above the contribution amount. When the individual obtains Part
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B, KPPA will transition them to the Medicare Advantage Plan they choose on the
Insurance Application.

On September 15, 2016, the Board approved payment for administrative fees (estimated
$75.46 per month for 2022) for individuals who need to be enrolled in one of the Mirror
Plans for several enumerated reasons (administrative exceptions):

e Individual is scheduled for a transplant or surgery at a hospital that Humana confirms will
not accept Humana Medicare Advantage for said procedure for said individual.

e Individual is undergoing treatment by a specialist that Humana confirms will not accept
Humana Medicare Advantage for said treatment for said individual.

e Individual resides outside Humana’s Filed and Approved MA-PPO network service area
where Humana affirms there are provider access issues (e.g., non-acceptance of Humana
Medicare Advantage

Note: KPPA has 1 retiree that meets this criteria.

e Retiree Health Plan Committee recommends that KPPA continue to pay the
administrative fee for administrative exceptions in 2022, under the circumstances
set forth in the three bullet points above.

e The Committee recommends that an individual without Medicare Part B be
allowed to enroll in the Medicare Advantage Mirror Plans and they will be
responsible for paying the additional cost above the contribution amount.

3. Recommendation as to whether KPPA should default retirees and their dependents into a
plan for 2022.

a. If the Committee recommends that KPPA default retirees and their dependents
into a plan, recommendation as to which plan should be the default plan.

Due to federal law/regulations, the Medical Only or Mirror Plan without Prescription
Drug coverage would be the only option available as a default plan for the Medicare-
eligible population.

b. If the Committee recommends that KPPA default retirees and their dependents
into a plan, recommendation as to the circumstances under which retirees and their
dependents should be defaulted into a plan for 2022.

i.  KPPA Management would recommend that current enrollees and new
retirees be defaulted into a plan. Retirees and beneficiaries not currently
enrolled would not be defaulted into a plan.

ii.  Current enrollee would be defaulted at the same level of coverage as the
previous/current plan year (single).

10
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iii.  New retirees would be defaulted into a single level of coverage.

e Retiree Health Plan Committee recommends that Medicare eligible retirees
(and their dependents) who fail to enroll in a plan during a mandatory open
enrollment, as a new retiree, or becoming Medicare eligible be defaulted into
the KPPA Medical Only Plan as set forth in 3b (i), (ii), and (iii) above.

e The Committee recommends that the spouse and dependents that are not
Medicare eligible be defaulted into the same Kentucky Employees Health Plan
at the same Level/Option as the previous/current plan year (Single, Parent
Plus, Couple, and Family).

Informational:
e The KPPA Medicare Advantage Request for Proposal Time line was reviewed with the
Committee.

RECOMMENDATION: The Retiree Health Plan Committee recommends approval of the
above decisions by the CERS Board.

11
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CERS Special Called Board Meeting - Joint Audit Committee

David L. Eager, Executive Director
1260 Louisville Road - Frankfort, Kentucky 40601
kyret.ky.gov - Phone: 502-696-8800 - Fax: 502-696-8822 Kentucky Public
Pensions Authority

KENTUCKY PUBLIC PENSIONS AUTHORITY 7

County Employees Retirement System Board of Trustees

Betty Pendergrass, CPA, CGFM, Chair
Joint Audit Committee

o el
Kristen N. Coffey, CICA &
Division Director, Internal Audit Administration

September 29, 2021

Summary of Joint Audit Committee Meeting

The County Employees Retirement System and Kentucky Retirement Systems Joint Audit Committee
held a regularly scheduled meeting on August 26, 2021.

1. The following items were approved by the Joint Audit Committee and are being forwarded to the
County Employees Retirement System Board of Trustees for ratification*

a.

Charter for the Division of Internal Audit Administration - minor changes were made and
have already been incorporated; passed unanimously

RECOMMENDATION: The Joint Audit Committee requests the County Employees Retirement System
Board of Trustees ratify the actions taken by the Joint Audit Committee.

2. The following items were also discussed during the Joint Audit Committee meeting:

a.

~SgE e Ao

—

Charter for the Joint Audit Committee - changes were made based on
comments/questions during the meeting. Changes will be presented to the Joint Audit
Committee in November for approval.

Information disclosures - Five disclosures effecting five members for the 15t quarter of
2021. An addendum was made to 4" quarter of 2020 to add one additional disclosure at
an external vendor that effected 1,054 members.

Anonymous Tips - Four open cases.

Status of external audit.

Financial Statements for the fiscal year ended June 30, 2021.

Introduction of Internal Audit Staff

Internal Audit Budget - 71.5% of budget remaining at the end of fiscal year 2021.
Auditor Independence Statements.

Status of current internal audits - Twenty-eight projects completed for fiscal year 2021.
For fiscal year 2022 we are currently working on 18 projects and have completed 2
projects.

Audits issued since last meeting - Two reports issued.

Audit Plan

Results of the Security Infrastructure audit.

*Board of Trustees Action Required

12
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Kentucky Public Pensions Authority

Charter for the Division of Internal Audit Administration

L. Charter

This Charter establishes the authority and responsibility of the Division of Internal Audit
Administration (Internal Audit).

IL. Mission of Internal Audit

Internal Audit serves the Kentucky Public Pensions Authority (KPPA) as well as the Board of Trustees
(Board) of the County Employees Retirement System (CERS) and the Kentucky Retirement Systems
(KRS) by enhancing and protecting organizational value with risk-based and objective assurance,
advice, and insight.

III.  Core Principles of Internal Audit

Remain independent, which is objective and free from undue influence.

Demonstrate competence and due professional care.

Demonstrate integrity.

Support the strategies, objectives, and risks of the organization.

Remain adequately resourced.

Promote quality and continuous organizational improvement by communicating effectively;
providing risk-based assurance; and remaining insightful, proactive, and future-focused.

oUW

IV.  Audit Standards

Internal Audit shall adhere to the /nternational Standards for the Professional Practice of Internal
Auditing (Standards). Where applicable, Internal Audit will observe standards and statements
issued by other accounting and auditing organizations located within the United States of America.
Internal Audit is expected to abide by the Institute of Internal Auditors (IIA) Code of Ethics (Exhibit
A).

Internal Audit will adhere to the I1A’s Mandatory Guidance, which includes the Core Principles for
the Professional Practice of Internal Auditing (see section III), the Code of Ethics (see Exhibit A), the
Standards!, and the definition of internal auditing (see section VI). The Mandatory Guidance
constitutes the fundamental requirements for the professional practice of internal auditing and the
principles against which to evaluate the effectiveness of the Internal Audit’s performance.

V. Joint Audit Committee

The purpose, authority, composition, and responsibilities of the Joint Audit Committee are outlined
in the Charter for the Joint Audit Committee.

L https://na.theiia.org/standards-guidance/Pages/Standards-and-Guidance-IPPF.aspx
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VI. The Internal Audit Function

Definition

As defined by the Institute of Internal Auditors, internal auditing is an independent, objective
assurance and consulting activity designed to add value and improve an organization's operations.
The goal of internal auditing is to help the organization accomplish its objectives by bringing a
systematic, disciplined approach to evaluating and improving the effectiveness of risk management,
control, and governance processes.

Purpose and Objective
Internal Audit was established to assist the KPPA; the Boards of Trustees of CERS and KRS; and the

Executive Management teams of KPPA, CERS, and KRS in their governance role. Internal Audit also
assists in achieving sound managerial control over all financial and operational aspects including, but
not limited to, accounting, investments, benefits, legal compliance, asset management, and
information management and control systems. The primary objective of Internal Audit is to assist all
levels of management in achieving the effective discharge of their assigned responsibilities by
providing independent analysis, appraisals, advice, and recommendations concerning the activities
reviewed. Internal Audit helps the KPPA and the systems it is tasked with administrating and
operating, CERS and KRS, accomplish its objectives by bringing a systematic, disciplined approach to
evaluating and improving the effectiveness of risk management, control, and governance processes.
Accomplishment of the Internal Audit objective may involve:

1. Evaluating the adequacy and effectiveness of the system of internal controls.

2. Evaluating the relevance, reliability, and integrity of management, financial and operating
data, and reports.

3. Evaluating the systems established to ensure compliance with those policies, plans,
procedures, statutory requirements, and regulations which could have a significant impact
on operations.

4. Evaluating the means of safeguarding assets and, as appropriate, verifying the existence of
such assets.

5. Evaluating the economy, efficiency, and effectiveness with which resources are employed.

6. Evaluating operations or programs to ascertain whether results are consistent with

objectives and goals established by KPPA, CERS, and KRS as well as evaluating whether the

operations or programs are being carried out as planned.

Assessing the adequacy of established systems and procedures.

8. Conducting special assignments and investigations on behalf of the Joint Audit Committee,
KPPA, CERS, or KRS into any matter or activity affecting the probity, interests, and operating
efficiency of KPPA, CERS and KRS.

~

Independence
Internal Audit is an advisory function having independent status within KPPA. The Internal Audit

Director:
1. Shall be independent of any other office, division, branch, or section.
2. Shall have direct access, as deemed necessary, to the Joint Audit Committee and/or KPPA,
CERS, and KRS Executive Management teams.
3. Shall have no managerial powers, functions, or duties except those relating to the
management of the Division of Internal Audit Administration.
4. Shall not be involved in the day-to-day operation of the KPPA, CERS, or KRS.

Page 2 of 14
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5. Shall not be responsible for the detailed development and/or implementation of new
systems, but should be consulted during the system development process on the control
measures to be incorporated in new or amended systems, and be advised of approved
variations or new developments.

Authority

The Internal Audit Director will report functionally to the Joint Audit Committee. Functionally
meaning the Joint Audit Committee approves items including, but not limited to the Audit Plan,
various Charters, the audit budget, and organizational structure of the internal audit function.

The Internal Audit Director will report administratively to the KPPA Office of Operations Executive
Director. Administratively meaning the Internal Audit Director and KPPA Office of Operations
Executive Director work together on day-to-day activities including, but not limited to leave
reporting, training, travel, development of the Audit Plan, and staffing requirements. It is incumbent
that all KPPA, CERS, and KRS employees render assistance to the Internal Audit Director in carrying
out his/her audit duties. The KPPA Internal Audit Director shall:

1.

Have access, at all reasonable times, to all books, documents, accounts, property, vouchers,
records, correspondence, and other data of KPPA, CERS, and KRS necessary for the proper
performance of the internal audit function.

Have the right, at all reasonable times, to enter any premises of KPPA and to request and
promptly receive from any KPPA, CERS, or KRS employee all information and such
explanations deemed necessary for the Internal Audit Director to formulate an opinion on
the probity of action, adequacy of systems, and/or of controls.

Activities
The Internal Audit Director shall be responsible to the Joint Audit Committee for the functional
control of audit activities in relation to:

Vi W

10.

11.

Development, implementation, and oversight of internal audit methods and procedures.
Development and control of an efficient Audit Plan.

Scope and boundaries of internal audits.

Documentation of audit findings.

Assistance in the investigation of significant suspected fraudulent activities and promptly
notifying the Joint Audit Committee; KPPA; and the KPPA, CERS, and KRS Executive
Management teams of the results of any findings and conclusions.

Maintenance of certain records such as, but not limited to, records related to internal audits
and CERS and KRS Board elections.

Considering the scope of work of the external auditors and regulators, as appropriate, for
providing optimal audit coverage at a reasonable overall cost.

Fulfilling the objectives of the Division of Internal Audit Administration.

Utilizing Internal Audit resources to maximize the efficiency and effectiveness of the internal
audit function.

Adherence to appropriate auditing standards, including, but not limited to, International
Standards for the Professional Practice of Internal Auditing, Generally Accepted Government
Auditing Standards, and Standards for Internal Controls in the Federal Government (these
standards can be applied to state government).

Review of the Independent Auditor’s Report, Management’s Discussion and Analysis,
Financial Statements (including footnotes), and the other various sections of the Annual

Page 3 of 14
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Report for both CERS and KRS prior to presentation to the Joint Audit Committee. Internal
Audit staff will identify any perceived errors and discrepancies within the Annual Report.
However, the KPPA Executive Management team, not Internal Audit, is responsible for the
substantive content, accuracy, consistency, and completeness of Management’s Discussion
and Analysis, Financial Statements (including footnotes), and other sections of the Annual
Report.

Relationship with External Auditors

Upon request, the Internal Audit Director shall make available to the external auditors all internal
audit working papers, programs, flowcharts, and reports. The Internal Audit Director shall work with
the external auditors to foster a cooperative working relationship, reduce the incidence of
duplication of effort, ensure appropriate sharing of information, and ensure coordination of the
overall audit effort.

VIL

Internal Audit Staff and Responsibilities

Internal Audit was established in July 2003 and is currently comprised of four positions:

Division Director

1.
2.

3.

Oversees the day-to-day operations of Internal Audit.

Ensures policies, programs, and procedures are in place to achieve strategic, risk
management, and operational objectives.

Performs risk assessment.

Develops the Audit Plan to address items noted in the risk assessment and in accordance with
specifications from the Joint Audit Committee and the KPPA, CERS, and KRS Executive
Management teams.

Performs audit, consulting, and assurance services as well as special projects in support of
the Audit Plan and in compliance with Internal Audit procedures.

Submits results of audit, consulting, and assurance services as well as results of special
projects to the Joint Audit Committee and applicable members of the KPPA, CERS, and KRS
Executive Management teams. Results of audit, consulting, and assurance services or special
projects related to investments will also be submitted to the Investment Committee.

Internal Auditor

1.
2.

3.

4.

5.
6.

Supports the Division Director in completion of daily activities.

Performs non-investment related audit, consulting, and assurance services in compliance
with Internal Audit procedures.

Completes non-investment related special projects, upon request, in compliance with
Internal Audit procedures.

Communicates the results of non-investment related audit, consulting, and assurance
services as well as results of special projects to the Internal Audit Director.

As needed, assists in the completion of investment related activities.

Serves as first level reviewer on non-investment related projects performed by Auditor.

Retirement Investment Specialist

1.
2.

Supports the Division Director in completion of daily activities.
Performs investment related audit, consulting, and assurance services in accordance with
Internal Audit procedures.
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3. Completes investment related special projects, upon request, in accordance with Internal
Audit procedures.

4. Communicates the results of investment related audit, consulting, and assurance services as
well as results of special projects to the Internal Audit Director.

5. Asneeded, assists in the completion of non-investment related activities.

6. Serves as first level reviewer on investment related projects performed by Auditor.

Auditor

1. Supports the Internal Auditor and Retirement Investment Specialist in completion of daily
activities.

2. Performs both non-investment and investment related audit, consulting, and assurance
services in compliance with Internal Audit procedures.

3. Completes both non-investment and investment related special projects, upon request, in
compliance with Internal Audit procedures.

4. Communicates the results of audit, consulting, and assurance services as well as results of
special projects to the Internal Audit Director.

Specific Areas of Expertise

Since Internal Audit has limited resources and specialized requirements are needed to administer a
complex public pension system, Internal Audit may request third-party expertise to assist in fulfilling
audit goals (e.g. information technology and data security). Outsourced third party audits will be
approved by the Joint Audit Committee. The findings, recommendations, and management comments
will be presented to the Joint Audit Committee for approval and for subsequent ratification by the
CERS Board and KRS Board.

VIII. Internal Audit Practices

Conflicts of Interest

Internal auditors shall be objective and free from undue influence in performing their job. Objectivity
requires internal auditors to have an impartial and unbiased attitude, to avoid conflicts of interest,
and to perform audits in such a manner that no significant quality compromises occur. To help
ensure that internal auditors are not placed in an environment impeding their ability to make
objective, professional judgments, Internal Audit will take the following precautionary measures:

1. All Internal Audit staff will be required to complete an annual Independence Statement
certifying that auditors have no actual or perceived conflict that would impair their
objectivity or independence. This statement will be signed by the auditor’s direct supervisor.

2. Staff assignments will be made so that potential and actual conflicts of interest and bias are

avoided. If a conflict of interest or bias is present, the auditor(s) will be reassigned.

Staff assignments will be rotated periodically, if practicable to do so.

Internal Audit staff will not assume operational responsibilities.

For a period of no less than one year, Internal Audit staff will refrain from assessing specific
operations for which they were previously responsible.

Ui W

Due Professional Care
Internal auditors shall apply the care and skill expected of a reasonably prudent and competent
auditor. Due professional care does not imply infallibility and internal auditors must exercise due
professional care, with consideration of the following:

1. Extent of work needed to achieve the engagement’s objectives.
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N

Relative complexity, materiality, or significance of matters to which assurance procedures
are applied.

Adequacy and effectiveness of risk management, control, and governance processes.
Probability of significant errors, irregularities, or noncompliance.

Cost of assurance in relation to potential benefits.

Use of various software tools including, but not limited to Excel, Access, Word, Interactive
Data Evaluation and Analysis (IDEA), Tableau, and Gravity Software

oUW

Proficiency and Continuous Professional Education (CPE)

Internal Audit staff shall collectively possess the knowledge, skills, attributes, and other
competencies essential to the practice of internal auditing within the organization. Educational and
work experience criteria have been established for the various positions within Internal Audit. In
order to maintain their proficiency, all auditors are encouraged to continue their education and will
be provided adequate opportunities to do so. Such continuing education ensures that internal
auditors remain current on professional techniques and standards. If an auditor holds a certification,
continuing education hours necessary to meet certification requirements should be obtained. If no
certification requirements are necessary, a minimum of 16 hours of continuing auditor education
shall be obtained annually. Continuing education may be obtained through membership and
participation in professional societies, attendance at conferences, college courses, and in-house
training. KPPA may reimburse an auditor for the cost of obtaining continuing education; however,
the employee should obtain approval prior to registering for any course or seminar.

Internal Audit staff are encouraged to obtain professional certification(s). Accreditation is an
important indicator of an auditor’s technical proficiency. The following certifications are some of
those available to auditors (this list is not all inclusive):

Certified Internal Auditor,

Certified Fraud Examiner,

Certified Government Financial Manager,
Certified Information Systems Auditor, and
Certified Public Accountant.

Vi W

Performance Evaluations

Performance evaluations for merit employees shall be conducted as outlined in the Commonwealth
of Kentucky Personnel Policies and Kentucky Revised Statutes Chapter 18A. The Joint Audit
Committee Chair and KPPA Office of Operations Executive Director shall review the performance for
non-merit employees.

Quality Assessment and Improvement Program

Internal Audit will maintain a quality assurance and improvement program that covers all aspects of
the Internal Audit function. The program will include an evaluation of Internal Audit’s conformance
with the /nternational Standards for the Professional Practice of Internal Auditing and an evaluation
of whether internal auditors apply the [1A’s Code of Ethics. The program will also assess the efficiency
and effectiveness of Internal Audit and identify opportunities for improvement.

Internal Assessments
1. Ongoing Internal Assessments - Ongoing internal assessments for routine internal audit
activities are an integral part of the day-to-day supervision, review, and measurement of the
internal audit activity. The measurement tools for assessment are engagement supervision,
feedback from audit customers, audit plan completion, and analysis of other performance
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metrics such as recommendations accepted. Conclusions and planned corrective action will
be developed and presented to the Joint Audit Committee and KPPA Executive Management
team.

2. Periodic Assessments - Periodically, Internal Audit will conduct a Self-Assessment as
outlined by the IIA. The Director of Internal Audit will disclose the results of the Self-
Assessment and any needed corrective action to the Joint Audit Committee and KPPA
Executive Management team.

External Assessments

Internal Audit should strive to have a qualified, independent assessor (or assessment team) conduct
an external assessment at least once every five years. This can be completed as either a Self-
Assessment with Independent External Validation or a full external assessment.

Records Retention and Disposition
Internal Audit shall retain a complete file of each audit report and each report of other audit and

consulting services made under its authority in accordance with the KPPA records retention policy
or policies of the Kentucky Department for Libraries and Archives for a period of seven (7) years.
The file shall include audit work papers and other supportive material directly pertaining to the
report. After seven (7) years, the work papers and other supportive material directly pertaining to
the audit report can be destroyed. An electronic copy of all final reports should be maintained
indefinitely. To guard against identity theft and fraud, destruction of business records and materials
shall be done in a secured manner such as through use of the on-site Division of Waste Management
recycle containers. All CD/DVD materials shall be submitted to the KPPA Information Security
Officer.

IX. Internal Audit Services

The scope of Internal Audit shall be sufficiently comprehensive to enable the effective and regular
review of all operational, financial, and related activities. Coverage may extend to all areas of KPPA,
CERS, and KRS and include financial, accounting, investments, benefits, administrative, computing,
and other operational activities. The extent and frequency of internal audits will depend upon
varying circumstances such as results of previous audits, relative risk associated with activities,
materiality, the adequacy of the system of internal control, and resources available to Internal Audit.

Internal Audit provides independent audit, consulting, and assurance services to assist management
in balancing operational efficiency with risk identification, assessment, and control. Internal Audit
reports to the Joint Audit Committee and collaborates with the KPPA, CERS, and KRS Executive
Management teams to enhance assurance and accountability at all levels of KPPA, CERS, and KRS. In
order to meet the responsibilities and objectives as set forth in the Internal Audit Charter, it is
necessary for Internal Audit to perform varying types of services depending on the circumstances
and requests. Services can be requested by the Joint Audit Committee; KPPA; or any member of the
KPPA, CERS, or KRS Executive Management team. Other KPPA employees can also request services.
In these instances, the Internal Audit Director will seek approval from the KPPA Office of Operations
Executive Director and the Joint Audit Committee before engaging in the service. Internal Audit
provides the following types of audit, consulting, and assurance services.
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Performance Audits - Most audits conducted by Internal Audit are performance audits. These
audits provide an independent assessment of the performance of a government organization,
program, activity, or function in order to provide information to improve public
accountability and facilitate decision-making by parties with responsibility to oversee or
initiate corrective action. During a Performance Audit, the auditor completes both a
Compliance Audit and a Process Review (both explained below). A Policy Review (explained
below) may also be included as part of a Performance Audit.

Compliance Audits - Compliance audits determine whether a division has complied with
KPPA, CERS, and/or KRS agency policies and procedures, divisional policies and procedures,

Kentucky Administrative Regulations, Kentucky Revised Statutes, and federal law.

Operational Audits - Operational audits analyze how effectively and efficiently business units
achieve organization and/or division goals. Effectiveness is measured by how successful a
business unit is at achieving organization and/or division goals. Efficiency is measured by
how well the business unit uses resources in order to achieve organization and/or division
goals.

Investment Audits - Investment audits may be performed to review movement of funds (e.g.
purchases, sales, and income), cash management, manager fees, and other investment related
activities. Investment audits may also be performed to ensure compliance with procurement
regulations, contracts, internal policies and procedures as well as to ensure proper internal
controls exist over the investment function.

Investigative Audits - Investigative audits may result from findings during a routine audit or
from information received from personnel. These audits are normally requested by a
member of the KPPA, CERS, or KRS Executive Management team, the Joint Audit Committee,
or the KPPA as a result of information received from an anonymous tips. These audits focus
on alleged, irregular conduct. Reasons for investigative audits may include internal theft,
misuse of State property, and/or conflicts of interest. These audits should be conducted
immediately in order to collect and preserve as much relevant evidence as possible. It is
essential that the records in question be removed from the division/employee under
investigation or otherwise safeguarded. Investigative audits will be conducted in accordance
with Internal Audit procedures and may include expertise from internal and external experts
in fields, such as but not limited to, legal, information technology, human resources, and
accounting. A draft investigative audit report will be provided to the Joint Audit Committee.
The Joint Audit Committee will determine if further actions are needed. The Joint Audit
Committee will control any internal or external report distribution.

Information Technology Audits - Audits of information systems and technology may be
performed to determine whether existing or new computer applications and hardware
function in an accurate and efficient manner and include adequate internal controls. Internal
Audit involvement in a new system may include the review of system development
methodology and the effectiveness and efficiency of the system being implemented. These
audits could include reviews of general controls which affect all computer applications.
Examples may include computer security, disaster recovery, program change controls, and
quality control procedures.
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7. Financial Audits - A financial audit is a review intended to serve as a basis for expressing an
opinion regarding the fairness, consistency, and conformity of financial information with
generally accepted accounting principles (GAAP). Financial audits can be comprehensive or
limited in scope depending on the objectives.

a. A comprehensive financial audit consists of a review of the financial statements of an
entity over a specific duration of time to accurately express an opinion on those
statements. Such an audit is conducted in accordance with generally accepted
auditing standards (GAAS) as adopted by the American Institute of Certified Public
Accountants (AICPA). For CERS and KRS, an external auditor performs this type of
audit annually.

b. A limited financial audit concentrates on a review of specific financial transactions.
The primary concerns include determining accuracy of data and evaluation of
controls by reviewing the following items:

i. Physical control over assets,
ii.  System of authorization and approval,
iii.  Separation of duties between operations and custody of assets.

Process Reviews

A process review is specific to a single business process. These reviews assess the effectiveness of
internal controls over the process as well as test the efficiency of the process. These reviews also
help ensure the business process is operating the way management intended. These reviews are
typically performed in conjunction with a new business process being developed or immediately
after a new business process is implemented. These reviews may be performed as needed in
response to particular findings identified during the course of performing other types of services
within a particular division.

Policy Reviews
During a policy review, Internal Audit analyzes either a new or established policy. Internal audit will

ensure the policy complies with applicable Kentucky Administrative Regulations, Kentucky Revised
Statutes, and federal laws. Internal Audit will also determine if the policy establishes sufficient
internal controls in relation to the related business process. For example, during a review of a policy
related to invoice payment, Internal Audit would ensure internal controls have been designed to
ensure timely payment, prevent duplicate payment, establish segregation of duties, etc.

Agreed Upon Procedures
An Agreed upon Procedures engagement is performed only upon request. During these engagements,

the requestor specifies exactly what the auditor is to do. The auditor then performs only the
requested procedures. An opinion is not expressed in these reviews. For example, a request could be
made to review all expenditures posted to a particular account(s) during a specific time-frame to
determine if any expenditures were improperly coded to the account(s). Internal Audit would review
the requested account(s) over the specified time-frame and issue a report indicating how many
expenditures were posted incorrectly. These engagements are beneficial if there is an area a division
wants to review, but does not have the resources or time to perform the review themselves.

Annual Report Review
Each year, KPPA personnel prepares an Annual Report for the County Employees Retirement System

and Kentucky Retirement Systems. Prior to presentation to the CERS Board and KRS Board, Internal
Audit will review the Independent Auditor’s Report, Management’s Discussion and Analysis, and the
various sections of the Annual Report - Financial Statements (including footnotes), Actuarial, and
Statistical. Internal Audit staff will identify any perceived errors or discrepancies within the Annual
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Report. However, the KPPA Executive Management team, not Internal Audit, is responsible for the
substantive content, accuracy, consistency, and completeness of Management’s Discussion and
Analysis, Financial Statements (including footnotes), and other sections of the Annual Report.

External Audit Assistance

Assistance may be provided to the External Auditor during the annual audit of the KPPA financial
statements or other audit engagements. The Internal Audit Director will work with the external
auditors to foster a cooperative working relationship, reduce the incidence of duplication of effort,
ensure appropriate sharing of information, and ensure coordination of the overall audit effort. Upon
request, the Internal Audit Director will make available to the external auditors all internal audit
working papers, programs, flowcharts, and reports. The Internal Audit Director will review the
resulting audit findings and management letter comments to determine any impact upon the Audit
Plan.

Referencing
During the course of various types of audit, consulting, and assurance services, the Internal Audit

Director may identify continuing patterns of conduct or reoccurring “themes” (e.g. the same type of
problem is noted in multiple divisions). For example, findings for two divisions within an office,
which identify a broader office finding (e.g. lack of controls, need for increased communication,
absence of performance criteria, insufficient data processing policy, etc.). When developing the Audit
Plan, Internal Audit always considers these themes when scheduling audits for the next period,
particularly when these items impact the KPPA mission.

Board of Trustee Elections
Internal Audit assists in both CERS and KRS Board elections. Detailed Internal Audit procedures
related to the Board elections can be found on the KPPA Process Documentation SharePoint site.

Other Services

Internal Audit staff may conduct other services as deemed necessary to meet the responsibilities and
objectives as set forth in the Charter for Internal Audit Administration. Internal Audit staff may
participate on the KPPA Information Technology Governance team, the Continuity of Operations
team, and other similar KPPA, CERS, or KRS teams.

X. Risk Assessment and Audit Plan

Consistent with the long-term strategic plan, the Internal Audit Director shall prepare an Audit Plan
providing for the review of significant operations of KPPA, CERS, and KRS based on an assessment of
risks pertaining to the achievement of objectives. The Audit Plan shall be presented to the Joint Audit
Committee for deliberation and finalization. Upon approval by the Joint Audit Committee, the Audit
Plan will be presented to both the CERS Board and the KRS Board for ratification.

Risk Assessment

The Audit Plan is based on a risk assessment methodology, as well as requests from management.
Internal Audit assesses KPPA, CERS, and KRS by seeking input from the Joint Audit Committee; key
members of KPPA, CERS, and KRS management; and other personnel. Internal Audit also reviews the
results of past internal and external audits. Internal Audit then considers organizational risks, such
as established internal controls, current management, control environment, staffing, system changes,
regulatory and legal changes, and impact to the financial statements. Based on the information
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gathered, an Audit Plan is developed weighting each risk according to the significance to the overall
mission and objective of KPPA, CERS, and KRS.

The Risk Assessment methodology is based upon the following five-part process:

Identifying KPPA, CERS, and KRS activities/processes (these become the “audit universe”).
Scoring the organizational risks for each process identified in the audit universe.

Ranking the processes by overall risk.

Developing the Audit Plan.

Submitting the Audit Plan to the Joint Audit Committee for review and approval.

Vi Wb

Organizational risks are scored using a point value with one (1) representing the lowest level of risk
and five (5) the highest. The individual factor scores are then multiplied by the risk weight factor.
The weighted risk factor elements are collectively totaled to obtain the respective aggregate risk
rating for each auditable area. The overall risk scores for all KPPA activities are then ranked highest
to lowest. After ranking, an Audit Plan is developed.

Audit Plan

Based upon the results of the Risk Assessment, Internal Audit develops the Audit Plan through a
prioritization process that includes scheduling audits for the highest risk areas as well as areas that
have not been reviewed in recent years. The Audit Plan represents potential audits to be completed
during the upcoming fiscal year. Internal Audit also identifies other potential audit segments such as
business processes, expense contracts, and functional areas that may cross over operational units.

The Risk Assessment and Audit Plan are presented to the KPPA, CERS, and KRS Executive
Management teams in order to obtain suggestions, concerns, and priorities. After approval of the
Audit Plan is obtained from the KPPA Executive Director, the Audit Plan is submitted to the Joint
Audit Committee for approval. The Audit Plan is periodically reviewed, evaluated, and modified (e.g.
objectives, goals, and strategies) according to the specific risk factors related to KPPA, CERS, and KRS
operations, internal controls, and estimated liability exposure to the Commonwealth of Kentucky.
Staff is assigned to audits based upon that auditor’s background and experience.

If Internal Audit receives a request to complete an audit not previously identified on the Audit Plan,
the request shall be forwarded to the Chair of the Joint Audit Committee for approval. The Chair of
the Joint Audit Committee will determine if a special called meeting of the Joint Audit Committee is
necessary to discuss the requested audit. If the Chair of the Joint Audit Committee determines that a
special called meeting is not warranted, then the requested audit will be added to the Audit Plan and
reported to the Joint Audit Committee on the “Status of Current Projects” at the next regularly
scheduled Joint Audit Committee meeting.

Tracking Projects
Internal Audit staff continually track audits and other projects using the Audit Status Tracker

spreadsheet, which includes dates for significant milestones. If Internal Audit is requested to
complete projects not foreseen during risk-assessment/planning, these are also tracked on the Audit
Status Tracker spreadsheet. The status of current projects is presented to the Joint Audit Committee
at each quarterly meeting. All findings and recommendations, including status and implementation
date, are tracked through Gravity Software.
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XI.  Audit Process

Methodology
For all audit projects, the person responsible for the activity under review shall be advised and given
the opportunity to discuss the following:

1. Obijectives and scope of the audit to be conducted, prior to the commencement of such audit.
2. Findings and proposed recommendations upon the completion of an audit, including
providing an official response to the findings.

Audit Reports
A comprehensive written report will be prepared and issued by Internal Audit at the conclusion of

each audit and will be distributed as considered appropriate. A copy of each report is to be made
available on a timely basis to the Joint Audit Committee and applicable members of the KPPA, CERS
and KRS Executive Management teams. Audit reports will normally explain the scope and objectives
of the audit, present findings and or conclusions in an objective manner relevant to the specific user’s
needs, and make recommendations where appropriate.

XII. Quality Assurance and Improvement Plan

Internal Audit will maintain a quality assurance and improvement program that covers all aspects of
the internal audit function. The program will include an evaluation of Internal Audit’s conformance
with the Standards and an evaluation of whether internal auditors apply the 11A’s Code of Ethics (see
Exhibit A). The program will also assess the efficiency and effectiveness of Internal Audit and identify
opportunities for improvement.

Internal Audit will conduct both ongoing and periodic internal assessments. Internal Audit should
strive to have a qualified, independent assessor (or assessment team) conduct an external
assessment at least once every five (5) years. The Internal Audit Director will provide the results of

the quality assurance and improvement program, including results of internal and external
assessments, to the Joint Audit Committee and KPPA Executive Management team.

XIII. Internal Audit Procedures

Detailed Internal Audit procedures can be found on the KPPA Process Documentation SharePoint
site.
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XIV. Approvals

We, the undersigned of the Joint Audit Committee, CERS Board of Trustees, KRS Board of
Trustees, and KPPA do certify that this Charter was approved on 29t day of September, 2021.

Joint Audit Committee Chair Date

Board Chair Date
County Employees Retirement System

Board Chair Date
Kentucky Retirement Systems

Executive Director Date
Kentucky Public Pensions Authority

Division Director Date
KPPA Division of Internal Audit Administration

History: Approval Date: September 29, 2021
Amended:

Page 13 of 14

25



CERS Special Called Board Meeting - Joint Audit Committee

EXHIBIT A

CODE of ETHICS... }

// PRINCIPLES
Intemal auditors are expected to apply and uphold the following principles:

= Integrity
The integrity of internal auditors establishes trust and thus provides the basis for reliance an their judgment

= Objectvity
Intermal anditors axhibit tha highest level of profeszional ehjectivty in gathoring, evaliuating, and communicating
intormation about the activity or process being examined. Intarnal auditors make a balanced assessment of all the
radevant circumstances and are not unduly infiuenced by thair own inferests or by others in forming judgments.

= Confidentality

Intermad anditors. respect the value and ownership of information they recaive and do not disclose information
without appropriate authority unless there is a legal of professional obligation to do so.

= Compelency
Intermad asdrtors. apply the knowledge, skills, and axperience needed in the performancs of mtemal audit sanices.

// RULES OF CONDUCT
1. Integrily

Intamal Auditors:
1.1, Shall perform their work with honesty, dligence, and rosponsibilay.
1.2 Shall chzerve the law and make daclosures expocied By the lew and the peofession,

13 Shall not kecwingly be @ party o aoy illegad activity. or ongage i acts that ane discreditable o the profossion of
imternad awditing or to the erganizaton

14, Shall mspect and contribute fo the legitimate and ethical ohjectives of the crganization.

2. Obfectivity
Internal Auditors:

21 Shall not participate in any activity or relationship that may impair or be presumed o impair their enbiased
assessment. This parteipaton imciodes thoss sctivities or relationships that may be in condlict with the inderrsts ol
the argarazation

2.2, Ehall nol sccept anything thal may impasr of Be presumed bo impair thair professsans| pudgment

23 Shall disclose all materiad facts known to them thal, if mof disclosed, may distort the reporting of activibies onder
s,

3. Confidentaiity
Intemal Auditors:

31 Shall be prudent in the use and protection of information acguired in the cowrse of their duties.

32, 5Shall not use information for any personal gain or in any manmner that would &= contrary to the law or detrimental
to the |egitimate snd ethical ohjectives of the crganization.

4. Competency
Intemal Auditors:

41, Shall engage only in those seraces for which they have the necessary knowiedge, skills, and sxperience,

42  Shall perform internal aodt sernces in accordance wilh ihe ematons Sheaedem's br e Prokessan sl Predice of
mtwrvea ! A diting.

43, Shall continually improve their proficiency and the effeckiversss and quality of their services.

E‘I’he Institute of Internal Auditors
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© CERS

County Employees Retirement System

COUNTY EMPLOYEES RETIREMENT SYSTEM
BOARD OF TRUSTEES
CONFIDENTIALITY POLICY
Effective September 29, 2021

INTRODUCTION

Adoption of Confidentiality Policy:

In accordance with Kentucky Revised Statutes 78.782, the Board of Trustees (Board) of the
County Employees Retirement System (CERS) is authorized to adopt procedures necessary to
conduct the business of the retirement system as needed.

Statement of Confidentiality Policy:

Individuals and organizations associated with CERS must not release information about CERS or
any of its members that would be in contravention to its statutory mandate, under Kentucky
Revised Statutes 61.661, 78.545(25), and 61.931, et seq., to administer member accounts in a
confidential manner or would breach any duty to protect such information. CERS recognizes the
need to establish procedures to prevent such breaches.

Additionally, individuals covered by this Confidentiality Policy (Policy) must keep matters
discussed in closed session pursuant to Kentucky Revised Statutes 61.810 confidential. Individuals
covered by this Policy must also avoid using “confidential information acquired during his or her
tenure with [CERS] to further his or her own economic interests or that of another person” in
accordance with Kentucky Revised Statutes 61.655(1)(f) and 78.545.

This Policy is intended to be applied concurrently with other CERS internal policies, internal
policies of the Kentucky Public Pensions Authority (KPPA), and Board policies. State and federal
law shall control if any inconsistency exists between the law and this Policy.

Purpose:

The purpose of this Policy is to: a) establish the individuals and organizations that are subject to
this Policy; b) establish the specific standards of conduct with regard to confidentiality; c) establish
confidentiality agreements required for certain individuals and organizations; and d) establish

County Employees Retirement System Betty A Pendergrass, Chair
1270 Louisville Road Jerry Powell, Vice-Chair
Frankfort, KY 40601 Ed Owens, CEO
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procedures for responding to a potential violation of the confidentiality provisions of this Policy
and state and federal law.

PROCEDURES REGARDING CONFIDENTIALITY POLICY

Section 1: Application of Policy

1.

This Policy shall apply to all individuals and organizations who have a statutory,
contractual, or working relationship with CERS, including employees and contractors of
the KPPA.

Individuals and organizations affected by this Policy shall include, but are not limited to:
a. Employees of CERS;
b. Members of the Board of Trustees of the County Employees Retirement System;
c. Independent contractors of CERS;
d. Vendors and service providers of CERS with whom a contractual obligation to

CERS exists;

Employees of the KPPA;

Independent contractors of the KPPA; and

g. Vendors and service providers of the KPPA with whom a contractual obligation to
the KPPA exists.

™o

Section 2: Standards of Conduct Regarding Confidentiality

1.

Individuals and organizations associated with CERS may be granted access to confidential
information in the course of employment, as a CERS Trustee, or within a contractual
relationship with CERS.

This confidential information may include, but is not limited to, individual member
information, including but not limited to, Social Security numbers, names, addresses,
phone numbers, birth dates, beneficiaries, health insurance information, Personal
Identification Numbers (PIN), as well as documents, records, programs, files, scientific or
technical information, or other information made available to individuals and organizations
for purposes of completing their obligations to CERS.

This confidential information also includes any matters discussed in closed session
pursuant to Kentucky Revised Statutes 61.810.

Individuals and organizations associated with CERS have a duty to keep confidential the
information to which they are granted access as a result of their association with CERS,

County Employees Retirement System Betty A Pendergrass, Chair
1270 Louisville Road Jerry Powell, Vice-Chair
Frankfort, KY 40601 Ed Owens, CEO
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and avoid using such information “acquired during his or her tenure with [CERS] to further
his or her own economic interests or that of another person” in accordance with Kentucky
Revised Statutes 61.655(1)(f) and 78.545.

CERS and these individuals and organizations shall also recognize that confidential
information is protected under Kentucky Revised Statutes 61.661, 78.545(25) and 61.931,
et seq., as well as HIPAA (the Health Insurance Portability and Accountability Act), as
amended by the HITECH Act (the Health Information Technology for Economic Clinical
Health Act, Title XIII of the American Recovery and Reinvestment Act of 2009), which
are addressed more specifically in a separate policy.

Section 3: Written Statements of Confidentiality

1.

Confidentiality Statement (Trustees): Within sixty (60) days of being sworn in as a Trustee,
each Trustee shall provide to the CEO or designee a completed Confidentiality Statement
attesting that the Trustee has reviewed this Policy and is aware of his or her obligation to
abide by the law and this Policy governing the confidentiality of certain information that
will be available to the Trustee during the course of his or her service on the Board. The
Trustee agrees that all confidential information will remain confidential after the Trustee
has left the Board.

Confidentiality Agreement (Contractors; Vendors; Service Providers): Upon proposal for
a contract that requires the exchange or disclosure of confidential CERS information, the
contractor, vendor, or service provider making the proposal shall file a written
confidentiality agreement on a form provided by CERS and approved by the Board. The
confidentiality agreement may be amended to conform to specific needs of the proposed
contract as well as the individual contractor, vendor, or service provider.

Confidentiality Agreement (Others): Other individuals or organizations covered by this
Policy may also be requested to file a written confidentiality statement as needed or
requested by the Board.

Section 4: Violations of Confidentiality Policy

1.

Any person who suspects that any individual or organization covered by this Policy has
violated this Policy, the Bylaws, any County Employees Retirement System policy, or state
and federal law shall, as soon as possible, notify the KPPA Office of Legal Services,
Division of Non-Advocacy, of the possible violation by emailing the Division of Non-
Advocacy at Legal.Non-Advocacy@kyret.ky.gov, by leaving a voicemail at (502) 696-
8642, or by mailing a written statement to the attention of the KPPA Division of Non-
Advocacy, Office of Legal Services, at 1260 Louisville Road, Frankfort, Kentucky 40601.

County Employees Retirement System Betty A Pendergrass, Chair
1270 Louisville Road Jerry Powell, Vice-Chair
Frankfort, KY 40601 Ed Owens, CEO
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2. Notifications of possible violations should include the name of the relevant person or
organization and a detailed description of the alleged violation including the time, date,
and place, if known. All evidence regarding the alleged violation should also be provided
to the KPPA Office of Legal Services, Division of Non-Advocacy.

3. Individuals who contact the KPPA Office of Legal Services, Division of Non-Advocacy,
are not guaranteed complete anonymity; however, individuals who are employees of
County Employees Retirement System or Kentucky Public Pensions Authority filing a
complaint may be protected by the Kentucky Whistleblower Statute, Kentucky Revised
Statutes 61.102.

4. If the alleged violation of this Policy involves an employee of the CERS or the KPPA and
the KPPA Office of Legal Services, Division of Non-Advocacy, determin